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This Audit Report highlights the overall security of Moon

Smart Contract. With this report, we have tried to ensure

the reliability of their smart contract by complete

assessment of their system’s architecture and the smart

contract codebase.

INTRODUCTION
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Au d i t i n g  Ap p r o a c h  a n d

M e t h o d o l o g i e s  a p p l i e d

Crypt icOcean team has per formed
thorough test ing of  the pro ject
s tar t ing wi th analys ing the code
design pat terns in  which we
reviewed the smart  contract
archi tecture to ensure i t  is
s t ructured and safe use of  th i rd
par ty  smart  contracts  and l ibrar ies.

Our team then  per formed a formal
l ine by l ine inspect ion of  the Smart
Contract  in  order  to  f ind any
potent ia l  issue l ike race condi t ions,
t ransact ion-order ing dependence,
t imestamp dependence,  and denia l
of  serv ice at tacks.

In the Uni t  test ing Phase we
coded/conducted Custom uni t  tests
wr i t ten for  each funct ion in  the
contract  to  ver i fy  that  each funct ion
works as expected.  In  Automated
Test ing,  We tested the Smart
Contract  wi th our  in-house
developed tools  to  ident i fy
vulnerabi l i t ies and secur i ty  f laws.



Au d i t i n g  Ap p r o a c h  a n d

M e t h o d o l o g i e s  a p p l i e d

Test ing the funct ional i ty  of  the
Smart  Contract  to  determine
proper  log ic  has been fo l lowed
throughout .
Analyz ing the complex i ty  of  the
code by thorough,  manual  rev iew
of  the code,  l ine-by- l ine.
Deploy ing the code on testnet
us ing mul t ip le  c l ients to  run l ive
tests
Analys ing fa i lure preparat ions to
check how the Smart  Contract
per forms in  case of  bugs and
vulnerabi l i t ies.
Checking whether  a l l  the l ibrar ies
used in  the code are on the la test
vers ion.
Analyz ing the secur i ty  of  the on-
chain data.

The code was tested in  co l laborat ion
of  our  mul t ip le  team members and
th is  inc luded -



Au d i t  D e t a i l s

S u m m a ry  o f  M o o n  S m a r t  C o n t r a c t

Project Name: Moon 
Website/Etherscan Code : https://moon.dev/
Languages: Solidity(Smart contract), Javascript(Unit Testing)
Commit hash : d6f5e2e4d28a75aaf4b341f3d91d3488c14c9b61

Crypt ic  Ocean conducted a secur i ty  audi t  o f  a  smart
contract  of  Moon.  Moon contract  is  used to create the
ERC20 token which is  a Moon TOKEN, Smart  contract
conta ins basic  funct ional i t ies of  ERC20 a long wi th
unique stak ing,  referra l  and burn ing capabi l i ty  of  Moon
token.

Al l  ho lders who do not  se l l  or  move ANY Moon V1 f rom
that  b lock unt i l  the snapshot  before launch wi l l  get  a
bonus swap rat io  of  1 :1.2!  : rocket :  ie  a 20% bonus
reward.

https://moon.dev/index.html


W h e r e  we 'r e  Go ing

Correctness
Readabi l i ty
Sect ions of  code wi th h igh complex i ty
Quant i ty  and qual i ty  of  test  coverage

The focus of  the audi t  was to ver i fy  that  the smart
contract  system is  secure,  res i l ient  and work ing
accord ing to i ts  speci f icat ions.  The audi t  act iv i t ies
can be grouped in  the fo l lowing three categor ies:

Securi ty :  Ident i fy ing secur i ty  re lated issues
wi th in each contract  and wi th in the system of
contracts .

Sound Architecture :  Evaluat ion of  the
archi tecture of  th is  system through the lens of
establ ished smart  contract  best  pract ices and
general  sof tware best  pract ices.

Code Correctness and Qual i ty :  A fu l l  rev iew of
the contract  source code.  

The pr imary areas of  focus inc lude:

Au d i t  G o a l s



H igh severi ty  
Wil l  br ing problems and should be
f ixed.

Medium severi ty 
Could potent ia l ly  br ing problems and
should eventual ly  be f ixed.

Low severi ty
Are minor  deta i ls  and warnings that
can remain unf ixed but  would be
bet ter  f ixed at  some point  in  the
future.

High severi ty issues
No high Sever i ty  issue Found

Medium Severi ty Issues
No Medium Sever i ty  Issue.

S e c u r i ty  L e v e l  r e f e r e n c e s

Every issue in  th is  repor t  was ass igned a sever i ty  level
f rom the fo l lowing:



Ownable. ini t ia l ize()  and
detai ledERC20. ini t ia l ize()  access modif ier
can be changed to internal  from publ ic.

Low severi ty issues

Report  of  a shadow variable has been
found in ini t ia l ize contract

Ignores return value by external  cal ls

Many var iables have been shadowed in the
smart  contract .  Make sure,  you have inher i ted
the contract  in  a s tandard way to min imize the
shadow of  var iables.

Your  smart  contract  has ignored the return
values at  many p lace.  Make sure you return a
funct ion i f  you have implemented i t .



These functions can be declared external ly

Publ ic  funct ions that  are never  ca l led by the
contract  should be declared external  to  save
gas.

Reentrancy issues has been found

Smart  contract  conta ins some funct ions that
ar ise the s i tuat ion of  reentrancy make sure you
have a l l  the checks to min imize the reentrancy
issue in  smart  contract  funct ions



Should correct ly  in i t ia l ize constructor  va lues of  Moon
Token Contract  (174ms)

Should check the Tota l  Supply of  Moon TOKEN
(44ms)

Should check the Maximum Tota l  Supply of  Moon
TOKEN (56ms)

Should check the Name of  a token of  Moon TOKEN
(60ms)

Should check the symbol  of  a  token of  Moon TOKEN
(46ms)

Should check the decimal  of  a  token of  Moon TOKEN
(52ms)

Should check the Owner of  a  Moon TOKEN contract
(39ms)

Should check the balance of  a Owner (57ms)

Should check t ransfered a l lowed or  Not  (46ms)

Should not  be able to Mint  token by Non Owner
account  (169ms)

Should Mint  token by Owner to  Account  [1 ]  (302ms)

U n i t  T e s t i n g  
          T e s t  S u i t e            

C o n t r a c t :  M o o n  v2  T o k e n  C o n t r a c t s



Should check the balance of  a Account  [1 ]  a f ter
mint ing

Should check the Tota l  Supply of  Moon TOKEN af ter
Mint ing Token (40ms)

Should not  be able to burn tokens of  Account  [1 ]  more
than account  balance  (91ms)

Should not  be able to burn tokens of  Account  [1 ]  by
Non owner Account  (111ms)

Should be able to burn tokens of  Account  [1 ]  by
owner only  (136ms)

Should check the balance of  a Account  [1 ]  a f ter
tokens burned by Owner (92ms)

Should check the Tota l  Supply of  Moon TOKEN af ter
tokens are burned

Should be able to Mint  tokens by Owner to  Owner
(362ms)

Should check the balance of  a Account  [0 ]  a f ter
mint ing

Should check the Tota l  Supply of  Moon TOKEN af ter
Mint ing Token

Owner Should be able to burn tokens us ing funct ion
Burn (225ms)

Should check the balance of  Owner af ter  burn



Should check the Tota l  Supply of  Moon TOKEN af ter
Burn

Should be able to t ransfer  tokens to accounts[2]  by
owner (195ms)

Should Not  be able to t ransfer  tokens to accounts[3]
by accounts[2]  when t ransfer  is  Not  a l lowed (188ms)

Should correct ly  in i t ia l ize constructor  of
MoonTokenV2 token Contract  (187ms)

Should correct ly  in i t ia l ize constructor  of  Moon
Staking Contract  (209ms)

Should in i t ia l ize moontokenv2 (135ms)

Should check a name of  a token (41ms)

Should check a symbol  of  a  token

Should check a decimal  of  a  token

Should check a owner of  a  token (39ms)

Should check is  owner of  a  token

Should check i f  A i r  drop complete (63ms)

Should check Tax basic  points

Should check referra l  basic  points

Should check burn basic  points



Should check Tax basic  points  of  s tack ing contracts
(39ms)

Should check referra l  basic  points  of  s tack ing
contracts

Should check burn basic  points  of  s tack ing contracts 

Should check d iv idends of  investor  before s tak ing
(143ms)

Should check a owner of  a  s tak ing (42ms)

Should check is  owner of  a  s tack ing (39ms)

Should check i f  a  address is  a pool  manager  (38ms)

Should check i f  a  address is  a pool  manager when i ts
not

Should check i f  a  address is  a pool  manager for  t rue 

Should be able to aproove tokens to spent  (40ms)

Should be able to burn own tokens (43ms)

Should be able to burn approved token

Should be able to increase the a l lowance (40ms)

Should be able to decrease the a l lowance (43ms)

Should be able to grant  address whi te l is t  (49ms)



Should be able to a i rdrop

Should be able to set  a i rdrop complete (42ms)

Should be able to t ransfer  ownership (38ms)

Should be able to check new owner of  a  contract
(39ms)

Should be able to check is  owner of  a  contract  

Should be able to t ransfer  tokens (38ms) 

Should be able to t ransfer  approved tokens

Should be able to set  bonus whi te l is t

Should be able to reannounce ownership

Should be able to set  tax excempt s tatus

Should be able to check tax exempt (39ms)

Should be able to add pool  manager 

Should be able to check pool  manage

Should be able to s take

Should be able to check stake value (39ms)

Should be able to unstake 

Should be able to invest  again



Should be check balance

Should be able to s take wi th ref fera l  (38ms)

Should be able to check stake value (39ms)

Should be able to unstake (39ms)

Should be able to t ransfer  ownership of  contract
(41ms)

Should be able to check owner of  a  contract

Should be able to renounce ownership (41ms)

Should be able to check referra l  payout  (39ms)

Should be able to check stake referra l  85 passing
(9s)

F i n a l  R e s u l t  o f  T e s t :
85 Passing (9s)  PASSED                 0  Fai led

NOTE 
Uni t  test ing is  the most  important  par t  o f  smart  contract
audi t  that  a l lows audi tors to  create scenar ios to explo i t
vu lnerabi l i t ies of  smart  contracts ,  by prepar ing the
envi ronment  for  known at tacks and a lso to va l idate
business log ic  of  a  smart  contract .   Ef f ic iency of  uni t
test ing can be checked by coverage repor ts  of  smart
contracts .



C o n t r a c t  D e s c r i p t i o n  t a b l e



Al l  the possib le in format ion based or  low sever i ty  issues
have been expla ined above.  We recommend you to go
through i t .
As contract  deals  in  s tack ing and payout  of  tokens we
suggest  you to assure thereentrancy par t  again and i f
possib le you can check for  address whi le  s tack ing i f  i t 's
not  a contract  address and a wal le t  address.     

Implementat ion and Recommendations :
 

 

C o d e  C o v e r a g e  f o r  s o l i d i ty  t e s t i n gC o d e  C o v e r a g e  f o r  s o l i d i ty  t e s t i n g

Coverage report  wi l l  let  you know the eff ic iency of  smart
contract  unit  test ing



Comments:

Use case of  smart  contract  is  very wel l  des igned and

Implemented.Overal l ,  the code is  c lear ly  wr i t ten,  and

demonstrates ef fect ive use of  abstract ion,  separat ion of

concerns,  and modular i ty .  Moon development  team

demonstrated h igh technical  capabi l i t ies,  both in  the

design of  the archi tecture and in  the implementat ion.

We found some cr i t ica l  issue and severa l  addi t ional

issues that  requi re the at tent ion of  the   Moon team.

Given the subject ive nature of  some assessments,  i t  wi l l

be up to the   Moon team to decide whether  any

changes should be made.

P R E P A R E D  B Y
C R Y P T I C  O C E A N


